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SOMETHING IS GOING T0 60 WRONG

Our customers expect more from our software

We are building cystems that are more complicated and complex.




CYNEFIN

Complicated




SOMETHING IS GOING T0 60 WRONG

- Qur workforce (s more and more fransient.

Something is going to g0 wrong.




CREATE A PREPARED CULTURE




~ POSTINCIDEN

L 11 I




ANALYSIS OF AN INCIDENT

Exposing

Reflection on:
® [fhat happened
_® _fhat went wrong .
® fHow we recponded - — e
_®  How we can improve R SRR = e
- T YT etker
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INCIDENT

TFECYCLE










WHEN TO RUN A PIR

Ag¢ soon ag poscibfe




A SOON AS POssIBLE

| - Memory Fades _

LI | _ -

= " We make fake memories , - S
— Within 2 days of resolution _ e e




REGULARLY

e | Do this for (arge and cmall incidents

o We learn more about the weaknecses in our system

B R —_— S — =

| We get practice at running reviews.
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LAMPLE

1 SOMETHING I
| oome wone

Cusctomers stopped being able to accees htips://kleec-example.com.

| Ops ac/ded more disk space to the virtual machine.

Ops rebooted the cerver.

Customer requests went éacé to bemg Fu/f //ec/

BACK TO WORK

8ack 7‘0 woré



https://klees-example.com




S WS

— A great technique for Root Cause analycis
w0 _Get beyond the immediate ancwer
| Juct keep asking Why?” - B -




WHY DID THE SITE 60 DOWN!

No dick cpace.
Why?

Joo many logs
Why?

Nello 1 I
Why? .

Ucing a custom log manager
M/Ay

o John didnt want ansther

cfepeua‘ency e

Why?

_No disk cpace.
Why?
/\/oéady added more cpace

BT P G

, l/(/Ay

Bill turned off a/erfg’ ;;;;
I/(/Ay
Too many a/erz‘s' over mght

- V V@A/eeuf



5 WHYS - PROBLEMS

- MNo repeatable outcome

- Root Cause analysis can lead to blaming an individual.
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| Blame feads te eaar
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BLAME

- Blame ic natural and human

Blame happens when we re in pain

Fear leade to hiding/misrepresenting facte
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Blame

IF you dont blame a succescful product launch on one person, why would

you blame a failare on one percon?

B S _— — e ——— e SN
— —_— — — - — — ———— SRS it i t—
——— — — — —————————————— — e - S — —




| ‘DON'T BLAME THE PERSON

e _ Blame the process, not the people - Edward Deming




THE PRIME DIRECTIVE

‘ ‘ Regardless of what we diccover, _
R we understand and troly believe that everyone did The

B best job they could,

— given what they énew at t/ne t:me — SOR——
R their ckille and abilities,

: the recources available, ) 1 ’
v thesituntionat-band———————
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~ CONTRIBUTING FACTORS
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[SHIKAWA / TISHBONE / CAUSE & EFFECT DIAGRAM

Primary Causes

S econdary

Cauces

> Droblem




CATEGORLES

6 ‘M’e - Manufacturing & Pec - Product Marketing
Machines Product
Methode Price
_Materiale Promotion

Mind (Peeple) ——— Place

Meagvrement  Procece

People e

: e ,Péxycica/.Ew‘dence
L s —__Performance




[SHIKAWA / FISHBONE / CAUSE & EFFECT DIAGRAM

~——

/Moéftor/ng Methode People

> Droblem




[SHIKAWA / TISHBONE / CAUSE & EFFECT DIAGRAM

Monitoring Methode People

Oncall percon

Inadeguate hard to reach
alerting Inadequate /(/
ees-example
D/{'k ’
— > ctopped cerving
—- —_— r/¢€76(€§’é£~-——- —-
Joo Ma.hy logs




HEURISTICS/BIAS

Subconcious _
o Problem solving chorteute

Save time
o Make things more important than they are

o Rick ignoring valvable learnings




) BIAS

| Anchoring _

L - The first piece of evidence ic the moct relevant

S | Availabi /lt;{ i ) N N pa
T - I can think of it therefore ite true
i | C’om’rmatzon S =T e,

— - Juct because the outcome was good doecn't mean it was a good decision
i S B R



BIAS

el Hindsight -

L - The answer ic obvious... If you know the answer

| Qutcome _ B

= Could of, chould of why didwt

B ——— _— - —_— - _——— B —— - —— e

L _Bandwagon Effect
il - betting (VLY AT S N0 117, s = oo, “ S 2
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OW I RUN A PIR




THE PRIME DIRECTIVE

‘ ‘ Regardless of what we diccover, _
R we understand and troly believe that everyone did The

B best job they could,

— given what they énew at t/ne t:me — SOR——
R their ckille and abilities,

: the recources available, ) 1 ’
v thesituntionat-band———————
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~ SUMMARY

o | Incident TL;DR;

_\‘ — { S — - R—

Qutline wha]‘ happened
\ UWhat wag the resolvtion
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WHAT HAPPENED

Objective Timeline
Multiple points of view
| e Pea/b/e Iwnvolved
. Auatomated Syctems

« Chatloege

R =1l - ) ‘ E @kleevt i




3 ELABORATE

. Don't hide what happened
| U/hat Aa,bpenec{

. What did we do -

| Dontask why X happeved
N ack how it happened
1N _what factors informed the decicion




| KEY METRICS

el | Uho was involved B

. || o Incident Commander

| Contributore

A [ime to Acknowledge:
_ TimetoRecover: e na Sl be N
L Elapsed Time in each ,bAare (Detecz‘/on ,Qecpauge ,Qemedzm‘zon )
I ,§'e\/ﬂ@z_(e; Lfmlfuiml,_mademte,laugjalge ala m.)



EIAMPLE

| - Summary: .

= On January 13 klees-example.com stopped serving requests. We were able to
—__getit back on line within 20 minutes by allscating more dick <pace fothe

_— , cerver.

F - - i N



[IMELINE

2 2019-01-12 23:30 - Logs show Disk atilication passee 70 %

L0 2019-01-13 09:30 - (o0gs chow 503 responses ctart occuring in the routere
e 2019-01-13 09:35 - (ogs show Mo 200 responses in rovters at all

. 2019-01-13 09:90 - Cuctomer calls cervice desk L

- 2019-01-13 09:91 - Service desk contacts dev via Slack

. 2019-01-13 09:43 - Devs refer to Ops via Slack

L 2019-01-13 09:45 - OQps identify 100% dick ucage on vmkeOT

2019-01-13 09:46 - Ops increase virtval dick space by 15%

. 1.20419-04-43 _Qi;‘LZ;Qp_CLthaztiezyez-___._ — RES—

1 2019-01-13.09:49 - (o095 chow 200 responses in rovters
i ’b e @/é/eeuf

—— 4 - - - ————————————————————



Uho was involved _

© @Jane, @Bill @Fred
[ime to Acknowledge: 11 minutes

[ime to Recover: 20 Minutes e e N el = e

Elapsed Time in each phage:

o Detection: 11 Mivutes, e s SR

« Recponce: 3 Minutes, = e sl
« Remediation: 4 Minutes T IR TY B3-St .-~

1 & everity: Fatal SR s e




WHAT WENT WELL!

| For all the bad stuff comething must have gone well.

| Look at all the phases.

B R R e et et =

~ Howcan you be moreready

L e (U—— —_— e e——— ——




N WHAT COULD WE IMPROVE!

o | [here are going to be areac that didn't work so well.

e Be aware of blame.
—* Underctand what lead to actions. = e
- . Idenz‘:/‘y procesces that may havgfm/ed or éeeu micsing.
- Comé at a// the phasec —— —
.. How con you be more ready e



N ACTION ITEMS

e Document them as they come vp ( Parking (ot )

Swall or large, Immediate and long term

e SRS - - _— e —— e iesaaen et e o

- Commit to some, but not mececsarilyall.

1 Add them to your iccve trackers, Accign them ke
_ Feed back into all ctagec of the life cycle. —
B B - - - - A '—"-—"@)lé/eel/;



OVERVIEW

[he incident litecycle:

Detection -> Regponce -> Remediation -> Analycic -> Readiness.

_Avoid blame with an objective and honect timeline of events

| Ic(enﬁ/y what went we// And wAat went. poar{y et

[rack your actions e -

Run reviews often even on cmall thinge
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