Security for Managers

Everything you need to know, but were afraid to ask
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Security can be Agile
Agile should be Secure



Security is not mentioned
In Agile Manifesto
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Agile Manifesto

Principles behind the Agile Manifesto

Continuous attention to technical excellence
and good design enhances agility.

Simplicity--the art of maximizing the amount
of work not done--is essential.




Security Is a hard sell



Everything we build
has Security implications



What assets are you
protecting?
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As a user

| want to upload a photo

S0 | can share it with my
friends
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Security Is about context
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What is the impact on
your users In case of a
data breach?



Security is about
risk management



Ecquirax data breach

Names

148 million Addresses

SSNs



Ecquirax data breach

LR AR LIY

(1] 1211]

..'.-. . """ » - E
ts b ¥ BEEE AR BN

OVERSIGHT

& GOVERNMENT REFORM

The Equifax Data Breach

Majority Staff Report
115th Congress

December 2018




Ecquirpax data breach

A culture of cybersecurity
complacency



Ecuirax data breach
LA

CNBC

Equifax just became the first company

to have its outlook downgraded for a
cyber attack

ATED WED, MAY 22 2019 - 6:47 PM EDT

https://www.cnbc.com/2019/05/22/moodys-downgrades-equifax-outlook-to-negative-
cites-cybersecurity.html



Ecquirax data breach
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. data breach

Names

. Hashed
139 million Passwords

Partial
Payment Info



Is your organisation
doing enough to
protect its assets?



Security is hard.
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What about managers?



The basics can get you a
long way



Security Champions

As bridges between Dev
and Security



Education as a resource
to prevent basic

security bugs



Threat Model
Evil User stories
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Pen test your application
to verify its security
oelplife][S



Trust, but verify your
vendors and partners



Involve, engage
Security early and often



Security is everyone’s job



Security can be Agile
Agile should be Secure



Agile + Security = Velocity



What assets are you protecting?

What Is the impact on your
users In case of a data breach?

Is your organisation doing enough
to protect its assets?
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Thank you!



