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Cloud Security
Challenges



Challenge #1

The perimeter is dead____
____

changing
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Challenge #2

People





Challenge #3

Shadow IT





Challenge #4

Where is my data?







Challenge #5

3rd party complacency



Your cloud providers all have 
sophisticated certification and 

compliance programs
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Data Security
Client Endpoints
Identity & Access Management
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Hypervisor Security
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The challenges
1. The perimeter
2. People
3. Shadow IT
4. Where is my data?
5. 3rd party complacency



The fundamentals







“He who defends everything 
defends nothing”

Frederick the Great



The fundamentals
1. Understand your risk appetite
2. Identify your crown jewels
3. Proportional defense



Tip #1

Define an Information Security 
Framework and Roadmap



Tip #2

Get buy in at the highest levels



Tip #3

Start building out an Information 
Security Management System



Externally certified ISMS

• Risk-based approach to security compliance, not prescriptive
• Commitment to managing information security risk
• Continual improvement
• Maintain a risk register and prioritise risks
• Externally certified annually

Assess impact across
• Financial impact
• Business interruption
• Reputation
• Information Security Objectives

Determine course of action based upon risk 



Tip #4

Trust no one



Tip #5

Create a cyber aware culture



Tip #6

Run regular phishing simulations



Tip #7

Enable MFA everywhere



Tip #8

Enable SSO everywhere



Tip #9

Nextgen antivirus



Tip #10

Lock down USB



Tip #11

Web application firewall



Tip #12

Cloud Access Security Brokers
(CASB)

Top



Tip #13

Regular penetration tests



Tip #14

Secure code training



Source: https://www.owasp.org



Tip #15

Not using SSL – seriously?
security headers

cookies



Tip #16

3rd party contracts



Final tip

Solid incident response plan



Be aware …

Notifiable Data Breaches Scheme







Thank you


