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COVERED TOD

A BRIEF OUTLINE

* DevOps challenges for a bank
* Code Review

* Segregation of duties

* Risk Management
o Security
o Monitoring & Alerting
o Support

\ §

Roger Almeida

- Www.roger-almeida.com



EFTPOS

f /

) :
11:10 + ol T .
Kermit's Corner Cafe
$58,000.00
Smart Account balance

) BSB 969-100 ACC 594 153 478
Unsettled EFTPOS takings $429.47

EFTPOS takings for today: $107.92

Loan balance -$48,857.00

Last repayment: $2,000.00

Pay & transfer >

@ Awaiting approval
You have 20 payments to approve

View awaiting payments

S Pay bills in one tap with Xero

First, add your Tyro Smart Account in Xero

Then, tap Connect to Xero

Connect to Xero

ﬂ.

Home

Banking

Last repayment: $2.000.00

7 weeks

gEstimated time to repay

$2,000.00

repaid of S 00

Date accepted:

Percentage of EFTPOS takings:
Loan amount:

One-time borrowing fee:

Total repayment amount:

OTHER

— —
11:09 v wl T -
Loans
Loan balance -$48,857.00

13 Jul 18

20.0%

$50,000.00

$857.00

$50,857.00

Lending
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CHAOS MONKEYS
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CHAOS MONKEYS

TRANSACTIONS

Reporting
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CHAOS MONKEYS

- You build it, you
run it
- 24/7 support

On-prem Cloud . 99.9% Availability
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CHAOS MONKEYS
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PAIR PROGRAMMING

CODE REVIEW MOMENTS
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YWAY TO DO

- HISTORIC ‘
CODE REVIEW
.DNA ’

- CODE REVIEW IS
MANDATORY, PAIRING IS
OPTIONAL




commit Fd79b2057d§b50ebdb9é856§dcb3b68e94529387 (HEAD -> master, tag: 100.774.0, origin/master, origin/HEAD)
Author: Mathew Johnson and Robbie Gong <just-dev+mjohnson+rgong@tyro.com>

Date: Wed Apr 10 15:54:56 2019
BOC-1147: Move configuration up in dockerfile-maven plugin
commit 2b1d86c0576ea910f2c2¢cf@93b9a1680a8befbdb
Author: Mathew Johnson and Robbie Gong <just-dev+mjohnson+rgong@tyro.com>

Date: Wed Apr 10 15:10:53 2019

BOC-1147: Remove push goal dockerfile-maven plugin
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Author:
Date:

commit
Author
Date:

BOC-1147: Remove push goal dockerfile-maven plugin



commit £d79b2057dcbSaebdbIe8569dcb3b68e94529387 (HEAD -> master, tag: 100.774.0, origin/master, origin/HEAD)
Author: Mathew Johnson and Robbie Gong <just-dev+mjohnson+rgong@tyro.com>

Date: Wed Apr 10 15:54:56 2019

BOC-1147: |Move configuration up in dockerfile-maven plugin

commit 2bld86c0576ea910f2c2¢cf@93b9a1680a8befbdb
Author: Mathew Johnson and Robbie Gong <just-dev+mjohnson+rgong@tyro.com>
Date: Wed Apr 10 15:10:53 2019

BOC-1147: |Remove push goal dockerfile-maven plugin




PAIR

PROGRAMMING

CP-1579: Fix kiali grafanaURL #25

[

nOpen fredmtyro wants to merge 1 commit int0 master from CP.1579_Fix_kiali_grafanalRL. 2

¢~/ Conversation 0 © Commits 1 #, Checks 1 [*] Files changed 1

sms
ES fredmtyro commented 29 days ago « edited ~

Why

All new test cases added
No dependencies on downstream pipelines (eg. kBs-monitoring)
Safe to be deployed to production

.';'. CP-1579: Fix kiali grafanalURL
Add more commits by pushing to the CP-1579_Fix_kiali_grafanaURL branch on tyro-private/k8s-tyro-platform

Review required Add your review
At least 1 approving review is required by reviewers with write access. Learn more

All checks have passed Show all checks

3 successful checks

This branch has conflicts that must be resolved
Use the command line to resolve conflicts before continuing.

Conflicting files

helm/istio‘environments/pit. yaml

You can also open this in GitHub Desktop or view command line instructions.
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THE PLATFORM PATTERN

HOW WE HANDLE SEGREGATION OF DUTIES

Roger Almeida - www.roger-almeida.com



DELIVERY TEAM

* Service Ownership
* Implement Infosec controls

* Comply with regulations

PLATFORM TEAM

 Enables InfoSec controls

* Enforces required measures

e Access control
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> . .
InfoSec Team Delivery Team
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Build Pipeline

-

T Buildkite

Production

e > e > I
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» Containers
- Pipelines
» Monitoring/Alerting

Delivery Team

* VPCs
- Access Controls (AIM)

- Paa$ (EKS, ECS)

Platform Team

 Policies
- Attack Trees
- Security Reviews

InfoSec Team
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SECURITY

HOW DO WE SECURE THE ENVIRONMENT
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Security

EVERYBODY TRAINING DEFENSE IN SECURITY
RESPONSIBILITY. DEPTH TESTS

100% of engineering
All team members are trained on OWASP Security controls at Attack trees, security
must care about top 10 vulnerability. every layer. reviews, scan,

security.

penetration tests,
InfoSec to the left.
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MONITORING & ALERTING

HOW TO WE KEEP OUR SERVICE LEVELS
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Monitoring & Alerting
O SERVICE LEVEL 1 MONITORING

I N D I C a TO Rs transa ctlon-reportmg ETQ/ATS
TH requests all reports @ TR requests count o ETQ ingestion ten/hr o ETQ ingestion count (1]

4000 300K

“yanapriy m___.....I||I|||. 2.34M
* Response time i =R :m: o i ‘W e

* Data Durability R st DT et ansacions . P—

* Latency

1 SERVICE LEVEL
OBJECTIVES I ALERTING

¢ 99 9y * Near to broke a SLO

» 90th < 1 sec, 95th < 10sec, 99th < 1 min * Key indicator is broken

e 5 years * Too much alerting, is equal to no alerting

e < 30 minutes




Drills - Chaos Engineering
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s - Chaos Engineering
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https://principlesofchaos.org/

s - Chaos Engineering
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SUPPORT

HOwW DO WE GET THERE?
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BREAK GLASS

"~ PRESS HERE Y@< PRESS HE!




KEY TAKE AWAYS

Regulation are not .
Empower the individuals
blockers
Turn gatekeepers into ,
It is about people
collaborators




Thank You

Keep in touch

@QROGERALMEIDACOM

L o | — _a g F e A 2 L R

ROGER-ALMEIDA.COM || [ifil/IN/ROGER-ALMEIDA
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